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«IIpopuaakTuka KNOEPNEPCTYMHOCTH U MPECTYNJIEHHI, COBEPUIEHHBIX C
HCNO0JIb30BAHNEM HH(POPMALMOHHO-KOMMYHHKAIMOHHBIX TEXHOJIOT M

Mamepuan noocomoénen
Ynpaenenuem no npomusooeiicmeuro kubepnpecmynHocmu
Kpumuranvrou muruyuu YB/] [ poonenckozo obaucnonkoma

[ToBcemecTHOE  BHEAPEHHUE U  HUCIOJIB30BAHHE  KOMIBIOTEPHBIX
MH()OPMALIMOHHBIX TEXHOJIOTHH, O€3yCIOBHO, CO3/1a€T BO3MOKHOCTU ISt
oosmee A(PGEKTUBHOTO pPa3BUTHUS DKOHOMHUKH, ITOJIUTHKH, OOIIECTBA U
rocyaapcTsa B 1ejaoM. OJHaKO COBEPILIEHCTBOBAHUE U IPUMEHEHHE BBICOKUX
TEXHOJOTUH NPUBOJUT HE TOJBKO K YKpPEIJICHUIO HH()OPMAIMIOHHOTO
oOuiecTBa, HO M TOSIBJICHUIO HOBBIX YIPO3, OJHOM M3 KOTOPBIX SIBISETCS
KOMITBIOTEpPHAs IPECTYITHOCTb.

PaccMoTpuM ~ OCHOBHBIE  YIpO3bl,  KOTOPBIM  TOJIBEPraroTCs
M0JIb30BAaTENU B COBPEMEHHOM KHOEPIIPOCTPAHCTRE.

BMIIMHI — OJWH M3 METO/JOB MOIIEHHUYECTBA C HCIOIH30BAHUEM
coluagbHOM MHKeHepuHu. OH 3aKII0YaeTcsl B TOM, YTO 3JI0YMBIIUICHHUKH,
UCIIONIB3YS TeIe(OHHYIO CBSI3b U BbIJIaBasi ce0sl 32 COTPYIHUKOB OAHKOB (MU
IPaBOOXPAHUTENEH, YTO OCOOEHHO YacTO MPOUCXOAMT B MOCJEIHEE BpeMsi),
MO/ Pa3IUYHBIMHU TPEIOTaMU BBIICHSAIOT Y TOTEPHEBIINX CBEACHHUS O
HaJIM4YMK OAHKOBCKMX IIaTeXHbIX kapTouek (manee — BIIK), cpokax wux
neiictBus, CVV (CVC)-kogax, MacmopTHBIX JaHHBIX, CMC-KOJaX C IEIbI0
XHILIEHUSI JICHeXKHBIX CpeACTB. B psje ciy4aeB 3JI0yMBIIUIEHHUKAM
U3BECTHBI HEKOTOphIe pekBU3nTHI BIIK, a Takke aHKeTHbIE NaHHBIE JIMII, HA
UM KOTOPBIX OHU YMUTHUPOBAHBHI.

B OonblIMHCTBE Ciy4yaeB MpPU COBEPIICHHWU 3BOHKOB MOTEPIEBIIUM
IPECTYMHUKU UCTONb3YIOT [P-Tenedonuto, koTopas mo3BojsieT MaCKUpPOBaTh
Tene(OHHbIE HOMEpa MO HOMepa OEOPYyCCKUX OMepaTopoB CBsi3u. Kpome
3TOTO, 3aYacTYI0 3JIOYMBIIUICHHUKHA HCIONB3YIOT MecceHkepbl Viber u
WhatsApp, B KOTOpBIX CYIIECTBYET BO3MOXXHOCTH  HWCIOJb30BaHUS
BUPTYaJbHBIX HOMEPOB. Takke MPEeCTyMHUKN MAaCKUPYIOTCS MO/ JIOTOTUIIOM
y3HAaBa€MbIX O€IOpPYCCKUX OaHKOB, BBOJAS B 3a0JyKJIE€HUE MOTEHIMATbHBIX
KEPTB.

37M0YMBIIINIEHHUKH 3BOHSAT JKEPTBE ©U OT HMEHH OaHKOBCKOTO
COTPYJIHUKA COOOLIAIOT, YTO HEOOXOJUMO OCYIIECTBUTh Kakue-Iu0o
neiictBus ¢ BIIK, Tak kak KTO-TO JINOO MBITAETCS IOXUTHUTDH C HEE JCHEKHBIC
cpeacTBa, JMOO OQOpPMIISIET KPEAuT, JUOO0 MPOU3BOIUT MOAO03PUTEIHHYIO
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OIJIaTy. 3aBiiaJieB PEKBU3UTAMU KapThl, MNPECTYNHUKUA OCYIIECTBIISIOT
XHIIEHUE IEHEKHBIX CPEJICTB ¢ 0AHKOBCKOTO CYETa MOTEPIIEBIIETO.

B mocnemnee Bpems HauOosiee akTyalbHas cxXeMa — IOOYXKJICHHUE
XKEPTBBI OTKPHITh KPEAUT. 3IIOYMBINIIEHHUKH COOOIIAIOT KEPTBE O TOM, YTO
SKOOBI KTO-TO TIOCTOPOHHHH MBITAETCSI OTKPBITh KPEIAUT HA €€ UM, U ISl €TO
JICaKTUBAIIUM HEOOXOJMMO CaMOCTOSITENIbHO OOpaTUThCS B OAHK U OTKPHIThH
KpPEIUT, TIEpPECIaB BIIOCJICICTBIH PEKBU3UTHI CUETA.

@UNHT — BUJ UTHTEPHET-MOLIEHHUYECTBA, LIENIbI0 KOTOPOTO SIBIISETCS
MOJIydEHUE JOCTyNMa K KOH(PHUIACHIMAIbHBIM JaHHBIM I[OJIb30BaTENIeH —
JOoTMHaM W mapoisM. PUIIMHT HCHOJB3YETCs M MOJIY4YeHHs JO0CTyna K
YUYETHBIM 3alHCSIM TOJb30BaTENIed CaMbIX pa3IMYHBIX PECYpPCOB, HO
3a4acTyI0 OH MPUMEHSICTCS JIJIsl XHUIIECHUS JAaHHBIX MOJIh30BaTENIeld TOPTOBBIX
OHJIAaMH-IUIOLIA/IOK.

JIJst 3TOTO 37IOYMBINUICHHUKH TIOJMEHSIIOT CTPAHUILy HCITOJIh3yEMOTO
KEPTBOM MHTEPHET-CEPBHUCA HA MOIIICHHUYECKYI0, KOTOpasi BHEIITHE SIBJISETCS
JBOMHUKOM OpurHHaia. OUIIMHTOBAas CTpaHUIA MOXKET UMETh CXOJICTBO C
pasueiMu cepBucamu: Kufar, beiamoura, ciyx060i1 nocraBku, 6ankamu, EPUIT
U T. . B COOTBETCTBUU C 3TUM MOXKET MCIOIb30BATHCS PA3HBIN MPEJIOT JJIs
nepexojia Ha CTPaHUIly MPECTYNMHUKOM (3a0paTh 3a4MCIICHHBIE UM JICHBIH,
MOATBEPAUTHh TIOJYyYCHHE TOCBUIKM Ha IIOYTEe WJIM B CIyXO€ TOCTaBKH,
MOATBEPAUTHh TPHEM CPEJICTB Ha OJHOM M3 OAHKOBCKHMX CEPBHCOB W T.I.).
HeBHMMAaTEIHHBIN HHTEPHET-TI0JIH30BATEIh MOKET U HE 3aMETUTh MTOJAMCHBI,
TaK KakK TI0J00HBIE CTPAHUIIBI BHU3yaJIbHO CXO0XH C OQopMIeHHEM
OpUTHHAIBHBIX caiitoB. Korma monp30Batrenb 3aXOJUT Ha  TaKyko
MOJJICTIbHYI0 CTPaHUIy W BBOJAWT JIOTUH W TIApoJiib, OHH CTAHOBSTCS
JOCTYITHBI MOIIICHHUKAM.

CTOUT OTMETUTh, YTO TIPUMEHsAEMas 3JOYMBIITUICHHUKAMH CXeMa
XUIIEHWN XapakTepHa He ToJbKO s bemapycu. CTonp ke CUCTEMHO 3TH
NPECTYIUICHUSI COBEPINAIOTCS B OTHOIICHWUW TIOJB30BATEICH  CXOXKHX
peCypcoB, OpUEHTUPOBAHHBIX Ha WHbIE rocyaapcTBa CHI': Poccuu (avito.ru),
Ykpaunsl (olx.ua), Kazaxcrana (olx.kz) u mp.

CBaTMHr — 3aBEJIOMO JIOKHBIM BBI3OB  MOJIMIMM, aBapUUHO-
cracaTeldbHBIX CIYK0, TyTeM (QalbIIMBBIX JOXHBIX COOOIIEHU 00
OMACHOCTH (HampuMep, O MUHUPOBAHUH, YOUICTBAX, 3aXBaTE 3aJI0KHUKOB).

CBaTUHT B TIEPBYIO OUepe/b PaclpoOCTpaHEH B cpefie, Tie JI0IU, Yale
BCET0 MOJIO/bIC, 0OBEINHSIOTCS 10 KaKUM-TO IeiisiM. Hanmpumep, B oHIaiH-
urpax. Y HHX €CTh TEPMHUH «BBI3BaTh MHJIMIIMIO Ha JIOM» — KOTJIa JUIsl TOTO,
qTO0BI, K TPHMEpPY, IOCAJAWTh OOWIYMKY, €My Ha JOM BBI3BIBAIOT
IpaBOOXpaHUTENEH, TNO0 COOONIAIOT 0 MUHUPOBAHUH KaKOT0-T00 00BEKTa.

B mocnegHue rompl cBaTMHT W3 3a0aBbl JIIOOMTENICH OHIANMH-UTP WU
XaKepoB TPEBPATHIICS B MAacCOBOE SIBIICHHE W OOJBIIYI0 TPOOJIeMy st
IPaBOOXPAHUTEIBHBIX ~ OPraHOB  pa3aW4HbBIX  cTpaH. OOmecTBeHHas
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OMAaCHOCTh TaKWUX AESHUM COCTOMT B TOM, YTO 3aBEIOMO HEIOCTOBEPHBIE
CBEJICHUS JE30pPTaHU3yIOT HOPMaIbHYI0 padOTy OOBEKTOB TpPAHCIOPTA,
NPEANPHUIATHAN, TOCYHAPCTBCHHBIX OPraHOB W YUYPEXKACHHM, OpPraHU3allndi
HE3aBUCUMO OT (hOpMBI COOCTBEHHOCTU. B CBOIO ouepenb, 3TO MPUUUHSET
CYILIECTBEHHBI 3KOHOMHUYECKUH BpeJ] KaK CyObeKTaM XO03sIIICTBOBaHHUSI, TAK U
rpaxxganaM. [lpu 3ToM mHpOpManUs O BO3MOXKHOM B3pbIBE, MOKOIe JIHOO
UHBIX JIEUCTBUSAX, NPEANOJAraloluX TIKKUE TMOCIEACTBUS, CIOCOOHA
MOCesITh MAHUKY CPEJM HACENICHHUS U BHECTH HEYyJ00CTBa B MOBCEIHEBHYIO
KU3Hb.

Crour OTMETUTh, YTO OTBETCTBEHHOCTh 3a JTO MPECTYIUICHUE
HacTynaeT ¢ 14 ner. Hakazanue — mrpad, apect, orpaHuueHre cBOOOAbI Ha
CPOK JI0 IISATH JIET WIM JIMIIEHHWE CBOOOABI Ha CpPOK 10 cemu Jer. Eciam
peOeHKyY, COOOIMBIIIEMY O JIOKHOM MUHUPOBAHHUM, HE UCIIOJHUIOCH 14 jeT,
HACTynaeT aJMUHUCTPATUBHAs OTBETCTBEHHOCTb pOAUTENEH, a peOeHKa
CTaBsT HA yYET B MHCIIEKILMIO IO J€JIaM HECOBEPIICHHOJIETHUX.

DoS — 310 araka Ha BBIUMCIUTENBHYIO CUCTEMY C LIEIbIO TOBECTH €&
710 OTKa3a, TO €CTh CO3JaHhe TAKUX YCIOBHM, MPU KOTOPBIX 1O0OPOCOBECTHBIE
IIOJIb30BATENN CUCTEMBI HE MOTYT MOJIYYUTh JOCTYH K IPEIOCTABISAEMBIM
CUCTeMHBIM pecypcaM (cepBepam), JHOO H3TOT JAOCTYNm 3aTpylHeH. B
HacrosAwmee BpeMa DoS m DDoS-araky momysisipHbI TE€M, 4YTO TO3BOJSIOT
JIOBECTH J0 OTKa3a MPAKTUYECKH JIFOOYIO CUCTEMY .

OOBIYHO aTaka OpPraHMU3YETCs MPU MOMOIIU TPOSHCKUX MPOrpaMM.
[IpenBapuTenbHO  TPOSIHBI ~ 3apa)KarOT  HEJIOCTATOYHO  3aIMIICHHBIC
KOMITBIOTEPHI OOBIUHBIX MOJB30BaTEIe U MOTYT JIOBOJIBHO JOJITOE BpPEMSI
HUKaK ceOsl He MPOSBIATH HA 3apaKEHHOM KOMIIBIOTEpE, OXKHUAas KOMaHIbI
OT CBOEro xo3sinHa. KoMIbroTep MOXKET NMOABEPTHYTHCS TAKOM aTake MHpHU
MOCELIEHUH PA3JIUYHBIX 3aPAXKEHHBIX CAWTOB, MPU MOJYYEHUN DIIEKTPOHHON
MOYTHl WIH MPU YCTAHOBKE HEIUILEH3MOHHOTO MPOrPaMMHOT0 00ECIeUeHUsI.
Korzaa 310yMbIIUIEHHUK COOMpAETCsl HA4aTh aTaky, OH JaeT KOMaHAy, U BCE
paHee 3apa)KCHHbIE KOMIIBIOTEPHl HAUMHAIOT OJHOBPEMEHHO CJaTh 3aIPOCHI
Ha CalT-KEPTBY.

Haubonee wmaccoBass Do0S-ataka B benmapycu Obuia mpowu3sBeneHa
SKCTPEMUCTCKUMH KaHanamu B 2021 roay. 31M0yMBIIUIEHHUKH, HAMEPEHHO
yTauBas uHbopmaiuioo o0 yroloBHOW OTBETCTBEHHOCTH 3a yudactue B DOS-
aTake, MPUBIEKIM K YywyacTuio B Hed Oonee 10 Thicsy rpaxaan
(MpeuMyIeCTBEHHO W3 4ucjia MoJioAexu). IlpakThuecku Bce y4aCTHHUKHU
ATOr0 MPOTUBOMNPABHOTO JCHCTBUS OBLIM YCTAaHOBJEHBI, a HauboJee
aKTUBHBIC U3 HUX ObUIM MPHUBIIEYEHBI K YTOJIOBHOM OTBETCTBEHHOCTH.

I'pyMHHT — 3TO BXOKI€HHE B3POCIOro YEJIOBEKA B JOBEPHUE K pEOCHKY
C  LEIpI0  CEKCYAJIbHOTO  CaMOYAOBJIETBOPEHHs.  3JOYMBIIUICHHUK
JUCTAaHLIMOHHO HAIIYIIBIBAET CBSI3b C PEOCHKOM 4Yepe3 COLUaIbHBIE CETH,
MECCEHKEPBI, OHJIANH-UTPBI, JIIEKTPOHHYIO NIOUTY. 3aTEM MOKET BBIHYIUTh
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pebenka mnpuciaate Qotorpaduu HUHTUMHOTO XapakTepa, BOBJIEYh B
U3TOTOBJICHUE TMOPHOrpadUYECKUX MaTepHUalioB, CKIOHUTh K WHTUMHOMN
BCTpEYE B PEAIbHOCTH.

OT rpyMHHIra OTIMYAKOT CEKCTMHI — 3TO IE€pPEChUIKA JIMYHBIX
dbororpadguii, CcOOOIIEHUNH  HUHTUMHOIO  COJIEpKAHUSI  MOCPEIACTBOM
COBPEMEHHBIX CPEACTB CBSI3U: COTOBBIX TeJIE()OHOB, IIEKTPOHHOM IOUTHI,
COLIMAJIBHBIX UHTEPHET-CETEM.

[Topoit mox BIUSTHUEM CUTYallMW MWW 3MOLIMH, MOXKET MOKA3aThCs, YTO
nepeciarb Takue (Goro — xopomas uzaes. Yamie Bcero mapHud M JEBYIIKU
JenarT 9T0 (GIUpTys, MOAMABIIMCh HACTOMYMBHIM yTOBOpaM, IbITAsACH
pa3Biiedb CBOMX JIpy3ei, YTOOBI MOJIYYUTh UX MpU3HAHUE (Yallle EPEChLIAI0T
qykre (OTO, YTOOBI IMOXBACTATHCS), WIH K€ MPOCTO OTOMCTUThH. JTa UJes,
OpsMO  CKaXeM, He O4YeHb XOopouas:  3JOYMBIIUICHHHK  MOET
BOCITOJI30BaThCS TAKOM IOBEPUMBOCTHIO BO BPE/I.

KubepOy/utuHT — TpaBiisl MOJIB30BATENsI YEPE3 BCE KaHAJbl CETEBOIO
OOlIeHUs: COLMalIbHbIEe CeTH, (OpPYMbI, 4YaThl, MecCEeHKepbl. [IpoBOAUTH
TPaBII0 MOTYT KaK OJHOKIACCHUKH, HWHTEPHET-IpPY3bsi W T.O., TaK U
COBEPILIECHHO [TOCTOPOHHUE JFOU.

Ota QopMa MCHXOJIOTHYECKOTO TEPpOpa MOXKET MPUHUMATH pa3HbIE
o0JIMuus: OCKOpOJIEHUSI 4Yepe3 JMUYHbIE COOOIIeHUs, MNyOauKanus u
pacrpocTpaHeHHe KOH(PUIACHIIMAIBHOM, MPOBOKAIIMOHHOW WH(OpManuu o
xepTBe; (usmyeckas arpeccuss u Tak pganee. [IpuumHbl kubepOysuMHra:
4yBCTBO IIPEBOCXOCTBA, 3aBUCTh, YyBCTBO IIPEBOCXOCTBA HAJl COIEPHUKOM,
YyBCTBO COOCTBEHHOM HEMOJHOLIEHHOCTH, CaMOpean3alys.

Ocob0 crnemyeT OTMETHTh CIOCOO BO3ACHCTBUSA 3alpelieHHBIM
KOHTEHTOM. PeOEeHKy MOTyT TOKa3blBaTh MOPHOrpadUyYecKue MaTepHabl,
HAHOCS yIIepO NMCHUXHMKE, TaK KaK M300paKEHHOE CO BPEMEHEM IEpPECTaHEeT
BOCIIPUHUMATBHCS peOEHKOM Kak aMOpajibHOE MOBE/ICHHUE.

VYrpo3a HOBOrO BpeMEHM — TaK Ha3bIBaeMble rpymnmbl cMepTu. M XoTs
OOBIYHO CO3JATENSIMU TAaKUX TPYII SBISIOTCS CaMH MOAPOCTKH (Lenb —
«Xaumy, XKaxaa OCTPhIX OUIYIICHUM, KEIAHUE JOMUHUPOBATh U yNPABIATH
IpYyTMMH), B TOJOOHBIX TPYyIIax Cco3JaeTcs OJarompuUsTCTBYIOIIAS
atMocdepa A KyJIbTUBUPOBAHUS CYyHUITMIAIBHBIX HAMEPEHUH.

MOHEHHHUYECTBO B COLCETSX
B nacTosiiiee Bpemsi 0co00 akTyajabHOM CTAaHOBUTCS MpoOJieMa 3aIUTh
AKKayHTOB B COIMAJIbHBIX CETAX W MPOTUBOJAEHUCTBUS pa3IUUHbIM (hopMaMm U
BHUJIaM MollleHHn4YecTBa. Hanbosee TunmmyHbie criocoObl 0OMaHa B COIICETSIX
CETOJIHS TAKOBBI:
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IlIpeoonnama
3M0yMBIIIJIEHHUKH Pa3MENatoT OOBSABICHHUS O TMPOJAXKE KAKUX-THOO
TOBapOB MO0 OPOCOBBIM II€HAM, HO JIJISl €r0 MOJy4YeHUs (SIKOOBI MOCPEICTBOM
MOYTOBOM TNEPECHUIKM WJIU CIYXObl JOCTABKM) TPEOyeTCs NEepeyUcIeHUe
IpeAoIIaThl WIM 3aJaTKa Ha yKa3aHHbIE «IIPOJABLIOM» OaHKOBCKYIO KapTy,
ANEKTPOHHBIA Kouenek. OOBIYHO MOcie MEePEeYUCIICHUS 0KMIAeMbId TOBAp
TaK 1 HE MOCTYNAET, a «IIPOJIABEID» MEPECTAET BHIXOIUTH HA CBSI3b.

Hlanmasic u evimozamenvcmeo

B  HekoTopbIX cllydasX 3JIOYMBIIUIEHHUKHM MOTLYT  yIpOXaTb
pasrialeHueM pa3iIMyHbIX KOMIPOMETHUPYIOIIUX CBEIEHUH C LEJIbIO
BBIMOT'aTEJIbCTBA.

CouunanbHble CeTM — 3TO KIaJie3b MNEPCOHAIbHONM HHGOpPMALUU O
yenoBeke. [lomyyuB HECAHKUMOHUPOBAHHBIM JOCTYNl K CTpaHHIAM B
COLIMAIbHBIX CETSAX, IEPENHUCKE JJIEKTPOHHBIX MOYTOBBIX SAIIUKOB MU
00JJauHBIM aKKayHTaM U 3aBJIaJIeB M300paKEHUSMHU, HE MpeIHa3HAYCHHBIMU
Ui MyOJIMYHOTO MPOCMOTPA, MPECTYNMHUKH BCTYMAIOT B MEPENHUCKY C
NOTEpPNEBUINMU, TpeOys pa3HbIE JCHEKHBIE CYMMbI M Yrpoxkasi B Ciyyae
OTKa3a paclpoOCTPAHUTh UX B UHTEPHETE.

Ounaitn-uzpol
NupycTpus mpou3BOACTBA WUIP IS MEPCOHAIBHBIX KOMIIBIOTEPOB H
MOOWJIBHBIX TaKETOB JIaBHO CTaJI0 BBICOKOJAOXOAHBIM OuzHecoMm. He
YAVWBUTEIIBHO, 4YTO TIOBBIIICHHBIM BHUMAHUEM OHAa TMOJIB3YEeTCSI U Y
MOILIIEHHUKOB. [[€HHOCTh TyT NMPEACTABISAIOT U AKKAYHTHI MOJIb30BATEIIEH, K
KOTOPBIM HEpenKo npuBs3anHbl pekBu3nThl bBIIK mis mokynmkum HrpoBbix
MPEUMYIIECTB, M KOJUICKIMOHHBIE TMPEIMETHI, KOTOPHIE HWIPOKH TaKXKE

HEpEAKO NPUOOPETAIOT 32 peajbHbIE ICHbIU.

Poocmeennuk cosepuiun /[ TI1

B  mocnemnee  BpeMs = yd4acTWIMCh ~ CilIy4dad  Tele(OHHOTO
MOIIICHHUYECTBA. Hampumep: MOXUIOMY UYEIOBEKY 3BOHHT IO TenedoHy
HE3HAKOMEI[ M, MPEJCTABISASACH CHIHOM, JOYEPBhIO, BHYKOM, 3asiBisieT: «S1
nonan B JITII! Mue cpouno Hy>xHa noMouis!». Ecnu Bo3HHKaeT Bompoc, 4To
C TOJIOCOM, Ha JPYroM KOHIIE IMPOBOJA OTBEYAIOT, YTO «IOCTPAABIIHII
MoBpeIul TyOy, BbIOMI 3yObl, Ha3bIBAIOT JPYTrUe MPUUYUHBI, 3aroBapuBas
JKEPTBY, HE OCTaBSIOT IIIAHCOB Ha pasyMmHble peictBus. Ilocme yero
«POJCTBEHHUKY» TepesiaeT TPYOKy AKOObI COTPYHUKY MPABOOXPAHUTEIIBHBIX
OpPTraHOB, KOTOPBIM BEJET NAIBHEHIIAN pPA3rOBOP M BBIMAHWBAET JICHBIH,
JaBasi MOHSTh, YTO CHUTyalusi KpuTtuuHas. [loxuiiol 4enoBeK Ha SMOLMSIX
cornamaeTcss Ha Bce ycioBus. [locme Oecenpt mo TenedoHy K HEMy
npueskaeT Kypbep W 3abupaer jgeHbru. MHOrma  MOIICHHUKH
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MPEACTABISAIOTCS COTPYAHUKAMH MIUIMIMM JIMOO ciemoBarelisiMu. [ oBopsT,
910 OJIM3KHWHA POJCTBEHHHK, CBHIH WJIM JI0Yb, COBEPIIMIM aBapyui0 W COMIIH
yejioBeka. M 4ToOBl M30€kKaTh OTBETCTBEHHOCTH, HECOOXOIHMMO 3aIlIaTHTh
nenbru. Ecam cobeceqHMK corniamaercsi, OH Has3bIBaeT aJpec, M BCKOPE K
HEMY TIPUXOUT YEJIOBEK U 3a0HpacT ICHBTH.

COBETHI 11O BE3OITACHOCTH

- HUKOTJa, HUKOMY U HU MPU KAaKUX OOCTOSITEIBCTBAX HE COOOIIAiiTe
PEKBU3UTHI CBOMX OAHKOBCKUX CYETOB M OAHKOBCKUX KapT, B TOM YHCIIE
JUIAM, TPEICTaBUBIIUMCS COTPYJHUKAMHU OaHKa WIIM MPaBOOXPAHUTEIbHBIX
OpTraHoB;

- HE CJIEAYeT cooO0IIaTh B TeJIe(OHHBIX pa3roBOpax U Mpu OOUICHUU B
COIICETSIX TOJIHBIA HOMEp KapTouku, cpok ee naewctBus, kogq CVC/CVV
(Haxonsiiurecss Ha OOpaTHOM CTOPOHE KapThl), JJOTHH U Mapojib K UHTEPHET-
OaHKWHTY, TIACIIOPTHBIC JTaHHBIC, KOJ0BOE CJIOBO (mudpoBoi koja) u3z SMS-
COOOIIICHUI;

- B CJIy4yae MOCTYIJIEHUSI 3BOHKA «OT COTPYJIHUKA OaHKa» HEOOXOJIUMO
YTOUHUTH €r0 (paMUJINI0, HOMEp Tese(oHa, MOoCIe Yero 3aBepIIuTh Pa3roBop
Y CaMUM MO3BOHUTH B OAHK WJIM B KPYTJIOCYTOUHYIO CIYK0y cepBuca, HOMep
KOTOpOW HamucaH Ha OOOPOTHOM CTOpPOHE IJIaTeKHOM KapTbl. CooOumure o
cinyuuBieMcs. Ckopee BCEro, HUKAKUX HECAHKIMOHMPOBAHHBIX OIEpalnii
He OBLJIO, M HUKTO U3 0aHKa HE 3BOHMII;

- B ClIydae IOCTYIUIEHHWs 3BOHKa «oT mnonasmero B JTII
POJCTBEHHUKA» MO0 «COTPYIHUKA MUJUIIMKN» HEOOXOAUMO YTOYHUTH €r0
dbamunuto, Homep TenedoHa, MOCIE YEero 3aBEpIIUTh Pa3roBOp U CaMUM
MO3BOHUTH JAaHHOMY, JMOO WHOMY POACTBEHHUKY JTHMOO HHOMY APYrOMY
JUIy Yy KOTOPOMY MOXXHO TepenpoBeputh wuHpopmarmio. Jlanee,
HE3aMEJIJTUTENIbHO COOONIUTh O JJaHHOMY (hakTe€ B MUWJIMIIMIO U HU B KOEM
clly4dae He mepeaBaTb HUKOMY JI€HEKHBIX CPEJICTB;

- B TOM CJIy4ae, €CJIM ¢ UCIoJIb30BaHuEeM Baiiero cuera u npapja KTo-
TO OYJIET MBITAThCS COBEPIIUTh HECAHKIIMOHUPOBAHHBIC OINEpaIlud U OaHK
3TO 3aMETUT, TO €ro COTPYJHUKH CIIEpBa HMHHUIIMATUBHO 3a0JIOKUPYIOT
O0aHKOBCKYIO TUIATEXXHYIO KapTy, 3aTeM cooOmar Bam nmpuduHy NpUHSTOTO
pereHust (HUYero He yTOUHSS) U TIPUTIIACIT MOCETUTHh OaHK C TACIIOPTOM JJIsI
MOJYYCHHUS] HAJIUMYHBIX JCHEKHBIX CpPEICTB M HANMCaHWs 3asBJICHUSA Ha
MIEPEBBITYCK KapThI;

- HU B KOEM CJydae HE MPEJOCTaBIANTE IOCTYNl K MOOUILHOMY
YCTPOMCTBY mocTOpoHHMM Jinniam! Hwukorma He ycraHaBiuBaWTe TIO
Mpoch0aM HE3HAKOMBIX JIMI[ NPOTrpaMMbl YIAJEHHOTO JOCTyIa, TaKHe,
Hampumep, kak «AnyDesk», «TeamViewer» u gap. He cooOmraiite
HE3HAKOMBIM JIMIIaM CEaHCOBBIE KOJbI! Uepes 3TH NMPUI0KEHUs MOIICHHUKH
MOTYT TOJYYHUTh JOCTYI K MOOMJIBHOMY MPHUJIOKCHUIO MHTEPHET OaHKWHTA
Ha Bamem ycTpolCTBE U COBEPIINTD XHUILEHUE JCHEKHBIX CPEACTB. Y UTUTE:
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COTpYAHUKH OaHKOB HHUKOTJAa HE HCHOJB3YIOT ISl CBA3M C KIMEHTaMu
MecceHkepsl («Vibery, «Telegramy», « WhatsApp»);

- B HACTOsIIIeE BpEeMs TMPOCTO HEOOXOAUMO HaJMYUE BTOPOH
0aHKOBCKOM IUIATE)KHOMW KapThl, HE MPUBI3aHHON K OCHOBHOMY OaHKOBCKOMY
cyeTy (Hampumep, 3apIjlaTHOMY). DTOW KapToWl pacCUUThHIBAaUTECh B CETHU
WHuTepHeT, 3apaHee MOMOJHAA €€ Ha HE00X0IUMYyI0 cyMMy. B TakoMm ciyuae
Bbl cMoxkeTe 00e30nacuTh CBOM OCHOBHOM OaHKOBCKHI cueT. MHorue 0aHku
MpeJIaraloT CBOMM KIMEHTAM YCIYTY BbINYCKA «BUPTYAJIbHOM KapThD».
[Ipomecc ee OTKpHITUA HE TpeOyeT TMOCEHICHUS KIMEHTOM OaHKa W
MpeJCTaBIsIET coOO0M JOCTAaTOYHO OBICTPHIM mpouecc. B utore Bel cranere
oOnazaTesieM OHJIEKTPOHHOIO aHajgora OaHKOBCKOW KapThl, MOCPEIACTBOM
KOTOPOW CMOXKETE PacCUUTHIBATHCS 3a YCIyru B ceTu MHTepHeT 0e3 pucka
CKOMIIPOMETUPOBAThL OCHOBHOM OaHKOBCkHil cueT. IIpocto mepex ormiaroit
MOTIOJIHUTE €€ HEeOOXOAMMON CYMMOW C OCHOBHOM KapThl - U HHUKAKHX
npobiiem!;

- KaXKJbIM Bllajiesiel] 0AHKOBCKUX IUIATEKHBIX KapT MOXKET HAaCTPOUTh
COOCTBEHHBIM anrOpuUTM O€30MacHOCTH TMPU MX HCMONb30BaHUH. JIis
oOecrieyeHrss COXPAHHOCTH JICHEXKHBIX CPEJICTB, pa3MEIICHHBIX Ha
OAHKOBCKHX CYETaX, KaKIbIH Jep)KaTellb KapTOUYKH IMOCPEICTBOM CHCTEM
JUCTAHIIMOHHOTO  OAHKOBCKOTO  OOCIY>KMBAaHHSI  MOXKET  yCTaHOBUTH
WHJIUBUyaJIbHbIE OTPaHUYCHUs (JTUMUTHI/3anpeThl). Cpear OCHOBHBIX -
cieaymmme: MojakirodeHue  TexHojormn  3D-Secure  (oOs3arenbHOE
MOJTBEPKIACHUE OINEpalhii, COBEPIIAEMBIX JCPKATEISIMA KapTOYEK C
NPUMEHEHUEM HX PEKBU3UTOB B ceTH WHTEpHET); yCTaHOBJIEHUE OaHKOM-
SMHUTEHTOM  OrPaHUYEHUWE HA TMPOBEACHHE  PACXOJHBIX  OIEpaUd
(MakcuMalibHasi CyMMa M KOJIMYECTBO OIEpallvii B OMNPEICIICHHBIN Mepruo
BPEMEHU); BO3MOKHOCTh CAMOCTOSTENIBHO YCTAHABIMBATh OTPAaHUYCHUS (HA
IPOBEACHUE oOnepauuil B ceTu MHTEepHET, Ha COBEpIICHHWE Omlepanud B
KOHKPETHOM CTpaHe, Ha COBEPIICHUE OT/ACIbHBIX BUOB ONEpaInii);

- Ons  JOCTyma K CHCTeMaM JAUCTaHIIMOHHOTO  OaHKOBCKOTO
00CIIyKMBaHUS U JIMYHBIM aKKayHTaM HEOOXOJMMO HCIOJIb30BaTh CJIOXKHbBIC
napojid, MCKJIIOYaIolie BO3MOXHOCTh HX mojadopa. Pexomenmyercs
COCTaBJISITh KOMOWHAIIMM TAapoJie He MeHee 4ueM u3 12 3HakoB (LUQPHI,
OYKBBI U CUMBOJIbI B pa3sHOM peructpe). Co3naBaiiTe YHUKaJIbHBIC MApPOJIH
JUIS KaXKJIOrO0 CepBHCAa B OTAEIbHOCTH. CTOUT BO3JEPHKAThCS OT MApOJIEH,
COCTABJICHHBIX M3 JAT POXKICHUs, UMEH, ()aMIJIUA - TO €CTh TeX, KOTOpPbhIE
JIETKO  BBIUUCIWTH W3  OOIIEAOCTYIHBIX HUCTOYHUKOB  HHGOpPMAILIUH
(HampuMep, TeX K€ COlMaIbHbIX ceTei). Takxke ciienyer peryysipHO MEHATh
Mapojav, 4eM dame - Tem Jjyume. [lonb3yhTech TOJIBKO NPOBEPEHHBIM
MEHEKepaM naposien!;

- TpU TOCTYIUICHUH B COIMAIBHBIX CETAX COOOIICHWH OT JIWII,
COCTOAILIMX B KATETOPUH «IPY3bsi», C MpPOCKOaMU O MPEJOCTaBICHUU
PEKBU3UTOB OAHKOBCKHX IIJIATEKHBIX KApTOUEK - HE CIEeNyeT cpa3y xKe
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OTBeuaTh Ha M0100HKBIE coobmieHus! Hepenko Takue mpockObl pacchllatoTCs
OT UMEHHU Jpy3ed MPEeCTyMHUKAMH, B3JIOMABIIUMH aKKayHT B COIMAIBLHON
CeTH W TMOJYYUBIIMMH JOCTYN K KOH(puIeHInanpHOU nepernucke. [loaromy
CHayajga HeoOXOJMMO CBS3aThbCS C ATUM YEJIOBEKOM (IO TenedoHy, JTUIHO
BCTPETUTHCSA) U yTOUYHUTD, JEHCTBUTEIILHO JIM OH HY)KIa€TCS B TIOMOIIIH;

- B IEJIAX 3allUTHl YCTPOHCTB HEOOXOJMMO HCIOJIb30BaTh
JWICH3MOHHOE  TPOrpaMMHOE  OOECIeUYeHHe, PeryJsipHO  OOHOBISTH
IporpaMMHOE OOECIeYeHHEe U  OINEpaIlMOHHYI0 CHUCTEM. Y CTaHOBHTH
AHTUBUPYCHYIO TIPOTpaMMy CJeAyeT He TOJbKO Ha TIEPCOHAIBHBIN
KOMIThIOTEP, HO ¥ Ha CMapT(OH, TUIAHIIET U PETYIISIPHO OOHOBIIATH €€.



